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Abstract

~Inrecent years, telemedicine has been a preferred technique for hospitals. A doctor in one
hos%ltal may request more opinion from other doctors residing in any corner of the globe with
the help of real-time transmission of medical image data. The location integration process plays a
critical role here in medical applications. This causes the amount of space in the digital hospital
database to be decreased. The two basic needs of an integration and retrieval system are
invisibility and robustness. The main objective of this work is to make a suitable trade-off
between the perceptual form of the embedded image and its effectiveness against different
distortions. For this result, this paper examines two different embedding techniques in the
complex contourlet transformation (CCT) domain. One is fusion based optimised embedding,
and secondly, distributed spectrum based optimised embedding. Both of these approaches direct
the robustness of embedding.
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1. Introduction

1.1 IMAGE EMBEDDING TECHNIQUE

In confidential communication two methods are available for information security: cryptography
and steganography. Cryptography is an ability in which information is scrambled so that, without
a hidden key, unauthorised users can not extract the secret message (Channalli& Jadhav 20009,
Aprajita& Ajay Rana 2013). As a covered script, steganography originated from Greek and
traditionally means hiding in plain vision (Singla&Syal 2012). Anyone could discover that in
cryptography, all parties interact secretly. However in steganography, the cover media containing
hidden data would not be suspected at all by hackers. Hidden data such as a text file, an image
file, an audio file, or a movie file may be inserted into a cover medium. In this job, two abilities
are adopted. Three distinct aspects of the modern method of steganography are capability, safety
(imperceptibility) and robustness (Sahraeian et al. 2008). Agriculture is an innovative idea
focusing on the enhancement of agricultural development in rural areas [3]. It is essential to build
security solutions by adopting a Security Framework for any organization to find solutions for
majority of vulnerabilities and flaws [4].

Secure data transmission is the fundamental need for the users of internet community
[6]. Generally speaking, there is a fundamental balance in all steganographic systems between
capability and protection. In steganography, two types of methods are sometimes applied. One is
based on the primary spatial domain, and the other is based on the domain of transformation. The
most well-known steganographic technique in the spatial domain is Least- Significant-Bits
(LSB) substitution (Gupta 2011), in particular. This technique is simple and fast, but, such as
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JPEG compression, it is poor in robustness and compression (Juneja&Sandhu 2013). Since
human eyes are not prone to small alterations in noisy data, it will not be detected when a hidden
message is replaced with data in noisy regions. In the original domain-Bit-Plane Complexity
Segmentation Steganography (BPCS) (Rudramath&Madki 2012), this is another well-known
procedure. Discrete Fourier Transform (DFT), Discrete Cosine Transform (DCT), Discrete
Wavelet Transform (DWT) and Contourlet Transform (Do &Vetterli 2005) are also divided into
the transform domain[36][38]. Many individuals trust that biometric frameworks can identify
liveness in biometric tests [2][6][16][17][36].

Embedding's primary uses are to provide the degree of certainty of a document's authenticity or
ownership (Sunesh& Harish Kumar 2011). The primary difficult issue in realistic
implementation is embedding attacks. It has the ability to detach, discover and analyse, write or
redo practical embedding bits for unauthorised users. "Assault™ thus renders many of the existing
algorithms ineffective, so invisible watermarks are designed to be imperceptible
(Ashish&Bhadauria 2006). Invisible watermarks are therefore designed to be imperceptible.
Therefore, embedding protection is linked to the secret key. To kill the algorithm, both the
algorithm and the hidden security key should be known. We have performed fingerprint
matching in two steps: i) point-wise match and ii) trim false matches with arithmetical
constraints [1][11][12][13].

2. Existing System

2.1 Embedded Attacks

Four types of attacks are included in one categorization of the large class of current attacks:
elimination attacks, geometric attacks, cryptographic attacks, and protocol attacks. We define
these four forms of attack coarsely here and give some examples. (Voloshynovskiy 2001
&Hartung et al. 1999) can be found in more detailed explanations.

2.1.1 Removal Attacks

The goal of removal attacks is to delete the watermark information from the watermarked data
completely without breaking the security of the watermarking algorithm, e.g. without the key
used for embedding the watermark. That is, the watermark information from the pushed data can
not be retrieved by any amount of processing, even prohibitively complex (Jayanthi et al. 2013).
Denoising, quantization (e.g. for compression), demodulation, and collusion attacks are part of
this group. Not all of these systems occasionally come close to their intention of simple
extraction of watermarks; still they can significantly destroy the message of the watermark.
Sophisticated removal attacks aim to optimise operations such as denoising or quantization in
order to as often as possible impair the embedded watermark while keeping the consistency of
the attacked document high enough. Under such a condition, transforming the information from

the transmitter to the receiver requires more security.[7].

Usually, logical representations within the optimization are used for the watermark and the
underlying data. Collision attacks are applicable when an attacker or a group of attackers can
obtain several copies of a given data set, each signed with a key or different watermark. In such a
scenario, by averaging all copies or taking only small sections from each separate text, a
successful attack can be accomplished. Recent findings show that a small number of different
copies in one attacker's hand, e.g. around 10, can lead to effective removal of watermarks.

2.1.2 Geometric Attacks

Geometric attacks do not remove the embedded watermark itself, unlike removal attacks, but
attempt to distort the synchronisation of the watermark detector with the embedded details.
When perfect synchronisation is restored, the detector can recover the embedded watermark
information. However to be realistic, the complexity of the required synchronisation process may
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be too high. The most well-known benchmarking software, Unzign and Stirmark, combine a
number of geometric attacks for image watermarking. Unzign suggests confined pixel jittering
and is useful in targeting designs for spatial domain watermarking. Stirmark incorporates
geometric distortions that are global as well as local. However, owing to the use of precise
synchronisation strategies, most novel watermarking methods survive these attacks.

Global geometric distortion robustness often depends on the use of either a transform invariant
domain (Fourier-Mellin) or an additional template or specially built periodic watermarks that
enable geometric distortion estimation with the Auto Covariance Function (ACF). The attacker
can however, build dedicated attacks that exploit synchronisation scheme information. More or
less, robustness to global affine transformations is a solved problem. However for most
commercial watermarking instruments, resistance to the local random alterations incorporated
with Stirmark remains an open issue. The so-called random bending attack in Stirmark takes
advantage of the fact that the human visual system is not vulnerable to economic changes and is
affine.

Alterations. Therefore without substantial optical distortion, pixels are locally modified, scaled,
and rotated. It is worth noting, however, that some of the latest techniques can resist this attack.
2.1.3 Cryptographic Attacks

Recent years have seen a growing awareness of the need to improve information security [9].
Cryptographic attacks aim to break down authentication techniques in watermarking systems and
thus find a way to delete information about embedded watermarks or to embed misleading
watermarks. The brute-force search for embedded secret knowledge is one such strategy. The so-
called Oracle attack, which can be used to generate a non-watermarked sign when a watermark
indicator mechanism is available, is another attack in this section. Practically, because of their
high computational complexity, the implementation of these attacks is limited.

2.1.4 Protocol Attacks

Protocol attacks are aimed at attacking the whole premise of the intent of watermarking. The
design of invertible watermarks is based on one sort of protocol attack (Craver et al. 1997). The
idea behind transposition is that from the watermarked data and rights, the spoiler deducts his/her
watermark to be the owner of the watermarked data. It may create confusion about the exact
possession of the details. It has been decided that watermarks need to be non-invertible for
copyright protection purposes. The terms of the non-invertibility of watermarking technologies
suggest that the removal of a watermark from a non-watermarked text should not be feasible. To
make watermarks signal-dependent by practising one-way purposes is a clarification of this
difficult intensity.

The copy assault is a separate protocol attack. In this state, the purpose is not to abolish or
destroy the visibility of the watermark, but to evaluate and copy a watermark from watermarked
data to some other data, called destination data. To achieve its imperceptibility, the computed
watermark is adapted to the local peculiarities of the target data. The assault on copies is
applicable when the original watermark may provide a non-algorithmic understanding of the
watermarking technology or knowledge of the watermarking key in the target data. Again the
force of signal-dependent watermarks is contrary to the copy attack.

3. Proposed System

3.1 PROPOSED MULTIMODAL MEDICAL IMAGE EMBEDDING USING
OPTIMIZATION TECHNIQUE

The Updated Grey Wolf Optimization (MGWO) technique is the novel optimization used in the
proposed process. Complex contourlet transformation is initially used to decompose the cover
image and DCT is used to divide the images into blocks, then the clustering of k-means is used
to separate the edges of the block. Edge preservation and directionality are thus the primary
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property of Complex Contourlet Transform (CCT). RPM and TLA processing provide final
results which are undoubtedly visible for health practitioner reviews for pre and post or even
during surgical activities [10]. Therefore, after the edge separation in the blocks, the technique of
grey wolf optimization is used to check for space by using the clustering centre k-means as the
initial population (i.e.) to explore the misaligned edges in the block for more hiding potential and
embedding for less time consumption. High hiding ability is the key benefit of the proposed
image embedding techniques; sufficient space saves, less time consumption that enhances PSNR
and MSE. As shown in Figure 4.1, the block diagram of the proposed scheme.
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Figure 4.1 Block Diagram of Proposed
Optimization Technique Based Image
Embedding

5. Conclusion

Parameters such as Peak Signal to Noise Ratio (PSNR) and Mean Square Error (MSE) in the
CCT domain are used to record the effects of image embedding. By measuring Peak Signal to
Noise Ratio (PSNR) and Mean Square Error (MSE), it is evaluated with different attacks and it is
concluded from the study that the image embedding process using MGWO in the CCT domain
provides better values than the other techniques. The suggested method of image embedding
used for telemedicine applications that use MGWO in the CCT domain is therefore more
accurate. It has the main features of high embedding capacity, imperceptibility (transparency,
invisibility), attack robustness is less when it is transmitted for diagnosis. High PSNR 94.02816,
minimum MSE 2.5e-06, broad embedding power, and less time consumption ~9 sec. are the
important benefits of the proposed image embedding algorithm.
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